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Abstract 
Governments are increasingly investing in advanced digital technologies to improve the efficiency and 
security of their sovereign borders. Research examining this trend has emphasised how digital 
technologies are reshaping the operation of sovereign borders, but few studies have compared the 
differing ways that legal contexts influence digital bordering technologies. This article undertakes 
such an analysis by studying two contexts in which governments are enthusiastically engaging in 
border digitisation: Australia and the European Union (EU). Our analysis is informed by materialist 
and science and technology studies (STS)-influenced understandings of the law, which positions legal 
instruments not as restrictive frameworks that are external to socio-material contexts, but as an 
embedded part of them. From this perspective, we suggest that there are noteworthy differences in 
how the legal instruments developed about digital border systems in the EU and Australia are 
potentially contributing to the production of those systems. In particular, we argue that the EU’s legal 
instruments are far more conducive to the enactment of transparent digital border systems compared 
to those deployed in Australia. 

Keywords:Borders, digitisation, digital technologies, transparency, legal frameworks, STS, EU, 
Australia 

Introduction 

From smart gates to algorithmic risk assessment systems, governments are 
increasingly investing in modern bordering technologies in an effort to reduce the cost 
of assessing travellers and enhance the security of their sovereign borders. Research 
examining this trend has emphasised how digital technologies are reshaping the 
operation of sovereign borders (Amoore et al., 2008; Everuss, 2021a; Everuss, 2021, 
2024; Pötzsch, 2015), but few studies have compared the differing ways that legal 
contexts influence digital bordering technologies. This article undertakes such an 
analysis by studying two contexts in which governments are enthusiastically engaging 
in border digitisation: Australia and the European Union (EU) (Lisle & Bourne, 2019; 
Wilson & Weber, 2008).  

Our analysis is informed by materialist and science and technology studies (STS)-
influenced understandings of the law, which position legal instruments not as 
restrictive frameworks that are external to socio-material contexts, but as an 
embedded part of them (Cole & Bertenthal, 2017; Pottage, 2012). Central to this 
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approach is the understanding that legal instruments are ‘actants’, entities that have a 
degree of agency because they contribute to the production of people, objects, and 
ideas (Cole & Bertenthal, 2017; Latour, 2005). For instance, a law can contribute to the 
creation of a person, not by physically giving birth to them, but by shaping their roles, 
actions, power, identity; and subsequently, who and what they are. Researchers 
influenced by this line of theory see regulatory outcomes as produced by the wider 
socio-material assemblages in which legal instruments are enacted through their 
relationships with other assemblage actants (e.g. Bellanova & de Goede, 2020).  

From this perspective, we suggest that there are noteworthy differences in how the 
legal instruments developed about digital border systems in the EU and Australia are 
potentially contributing to the production of those systems. In particular, we argue that 
the EU’s legal instruments are far more conducive to the enactment of transparent 
digital border systems compared to those deployed in Australia. This difference in the 
transparency potentials of advanced digital systems is not a causal outcome of differing 
legal obligations and requirements, but a feature of the different types of relationships 
enacted between legal instruments and other bordering actants, such as border 
technologies and human workers. The stark difference between the transparency of 
digitised bordering in the EU and Australia shows that even with the involvement of 
‘black box’ algorithms and the dynamic nature of complex systems that are constantly 
in processes of enactment (Amoore, 2020; Leese, 2014), legal instruments remain 
powerful actants that can promote or hamper public transparency. 

Law and the transparency of digitised borders 

This article examines how processes of embedding and co-creation occur when new 
bordering technologies are used by governments to monitor and control the movement 
of people across sovereign borders. The sovereign border being studied here is not the 
static and legally defined Westphalian sovereign boundary, but instead the on-the-
ground border produced when a decision is made about whether a traveller can enter 
the political community (Agamben, 1998; Everuss, 2020a, 2020b). This sovereign 
decision is traditionally seen as performed by individual human agents, such as border 
guards or even ordinary citizens bureaucratically placed into the borderer role (Salter, 
2008; Yuval-Davis et al., 2018). However, bordering is never conducted solely by an 
individual because it relies on networks of non-human as well as human actants that 
include immigration laws and infrastructure (Scheel, 2019; Lisle & Bourne, 2019).  

While legal instruments such as laws, regulations and policy documents influence 
many aspects of digital border technologies, the particular feature being examined in 
this article is transparency. Border transparency can be conceptualised as the degree 
to which people subject to border decisions, and the public in whose name border 
decisions are made, are able to know how those decisions are enacted and the stated 
rationales behind them. A degree of border transparency is believed to be necessary for 
upholding natural justice for those subject to bordering and the democratic rights of 
those in whose name bordering occurs (Lodge, 2003; Marenin, 2006). At the same 
time governments are required to maintain a degree of border opacity or ‘operational 
secrecy’ because full transparency of bordering processes could undermine the ability 
of states to perform their borders and thus define and protect their political 
communities (Moses & De Koker, 2018).  



ANZJES 17(1) 

 

5 

However, digitisation has added significant weight to the opacity side of this balance 
by stretching bordering assemblages further into the private sphere where there are 
fewer public disclosure obligations and more organisational rights to commercial 
confidence (Everuss, 2024, p. 99). Additionally, border opacity has been enhanced by 
the use of advanced algorithmic systems, which are often described as having a ‘black 
box’ nature due to their complex and constantly changing forms (Leese, 2014). 
Nevertheless, as this article shows, stark differences in the levels of digitised border 
transparency are emerging between jurisdictions, which can be connected to the 
legislative instruments integrated into digitised borders. 

This is not surprising as border transparency is regularly framed as causally produced 
by the establishment of legislative obligations, administrative mechanisms to perform 
those obligations, and judicial avenues for their enforcement (e.g. Milaj & Bonnici, 
2025; Musco Eklund, 2024). Subsequently, border transparency is often seen as an 
inherent outcome of legal mechanisms, especially legislative instruments that define 
transparency obligations. However, another way to conceptualise legal instruments is 
not as external guardrails or legal transparency obligations, but as components within 
digital border systems that relationally produce border technologies and thus are 
produced by them, as well as other system actants. When viewed in this fashion, legal 
instruments impact technological transparency in how they influence and enact 
actants within, and outputs of, bordering systems. At the same time, legal instruments 
are given their form in the ways actants understand and treat them. 

To elaborate on this, we draw on materialist and science and technology studies (STS)-
influenced accounts of law that study regulation and the material subjects of regulation 
as part of the same complex systems (Cole & Bertenthal, 2017; Pottage, 2012). This 
theoretical framework draws on Science and Technology Studies (STS) theories, such 
as actor-network theory (ANT), to challenge the notion that discreate legal instruments 
have the power to regulate or govern (Cole & Bertenthal, 2017). Instead, by embracing 
the type of relational and flat ontology proposed by ANT scholars such as Bruno Latour 
(1984) and John Law (2008), regulation and governance is framed as enacted by 
assemblages formed from legal instruments, human operators, objects, ideas and other 
entities that produce one another (Pottage, 2012).  

A leading proponent of this conceptualisation of the law is Gavin Sullivan (2022, p. 33) 
who promotes ‘[a]n infra-legalities approach [that] looks below the law towards 
mundane socio-technical practices in global security governance, underscoring the 
important regulatory work that they perform.’ For example, in a recent article Sullivan 
(2025) studied the regulation of ‘terrorist and violent extremist content’ (or ‘TVEC’) 
online, not by state-based legal frameworks or even international norms, but through 
the operation of the international public-private ‘hash-sharing database of the Global 
Internet Forum to Counter Terrorism (GIFCT)’. Instead of seeing legal regulation as 
something external to this infrastructural assemblage, Sullivan (2025, p. 49) argues 
that regulation is the outcome of it, as the GIFCT ‘regulates data flows architecturally, 
through ex ante design interventions’. 

A similar approach was taken by Rocco Bellanova and Marieke de Goede (2020, p. 102) 
in their analysis of how ‘algorithmic regulation is enacted through the custom-built 
transatlantic data infrastructures of the EU–US Passenger Name Records and 
Terrorism Financing Tracking Program programs.’ When Bellanova and de Goede 
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(2020, pp. 102–103) studied the regulation of algorithms they did not isolate their 
analysis to legal instruments. Instead, they analysed how  

[s]ocio-legal features that regulate and condition these security programs – 
including limitations concerning system access and privacy safeguards – have 
become built into their architectures. Interfaces, especially software systems, 
regulate who can access and share specific datasets, and under what conditions. 
Thus, these security programs are important examples of novel types of 
regulation of algorithms, whereby algorithms are a target of regulation 
(Bellanova & de Goede, 2020, pp. 102–103). 

Thus, for Bellanova and de Goede the regulation of algorithms is best identified not in 
legal instruments, but in how infrastructures are enacted in relationship to legal 
principles. The law materialises not as abstract symbolic forms, but as features of 
border infrastructures and processes. In line with ANT, Bellanova and de Goede are 
framing the regulation of algorithmic systems as emergent – arising from the relational 
actions of actants as opposed to being set by top-down directives.  

When viewed as part of socio-material assemblages that produce regulatory outcomes, 
laws and other legal instruments are being viewed as part of the flat ontology of a digital 
border system as opposed to an external framework dictating that system’s operations. 
The key question is no longer whether a system follows the law, but instead how legal 
instruments are relationally co-produced alongside different elements of that system, 
consequently influencing its outcomes. Examining this question sheds light on the fact 
that the ability of laws to shape an outcome depends on their relationship with other 
actants, such as whether humans or algorithmic decisions decide to follow or care 
about them. It is this type of question that is analysed below to determine how the legal 
instruments present in the EU and Australia are impacting border transparency is 
differing ways. 

1 The European Union 

The common management of external borders is a shared objective of EU Member 
States that have fully implemented the Schengen acquis. Historically, this objective has 
been inhibited by differing bordering systems across Member States. The European 
Commission (EC) sees border digitisation as a technological means of overcoming 
nationally specific approaches to bordering (Martins et al., 2022; European 
Commission 2008). As such, a range of EU level digital border systems have been 
developed, including the Schengen Information System (SIS) containing profiles of 
third-country nationals and EU citizens over which there are security or border related 
alerts, the Visa Information System (VIS) containing information pertaining to short-
stay (Schengen) visas, and the EU’s Passenger Name Record (PNR) assessment 
system, which is involved in the assessment of plane passenger data. Additionally, 
several EU digital border systems are currently being developed and rolled out, such 
as the Entry/Exit System (EES) that will record border crossings and replace passport 
stamping at the Schengen Border and the European Travel Information and 
Authorisation System (ETIAS), which will provide an assessment system and register 
for visa-exempt travellers.  
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EU Regulations and Directives have been produced about these digital bordering 
systems, which, along with other objectives, seek to render the systems transparent in 
ways that align to the promotion of democratic principles in border governance and 
the upholding of natural justice (Regulation 767/2008; Regulation 2017/2226; 
European Commission, 2016; Regulation 2018/1240). This includes by explicitly 
defining the architecture and components of digital bordering systems and thus 
exposing them to public scrutiny. For example, the VIS Regulation (767/2008) defines 
who can access the VIS database (article 6), the types of data that can be entered into 
the database (article 9), the location of the system’s servers (article 27), and other 
system features. 

Nevertheless, the VIS Regulation is not itself evidence of the material nature or reality 
of bordering actants. All that can be understood from the VIS regulation is its own 
form, which provides hints as to how it might influence other actants. To confirm this 
influence and how it is mediated, resisted and co-constituted by other actants, those 
other actants and the relationships they have with the VIS Regulation need to be 
brought into the analytical picture. In doing so we can see that sections of the VIS 
Regulation do accurately describe features of VIS actants, which indicates that the 
Regulation was either produced in a fashion that described the reality of actants, or 
actants were enacted in line with VIS Regulation descriptions. This is the case for VIS 
system servers which exist as described in article 27, namely within eu-LISA’s central 
data centre in Strasbourg (France) and backed up by its continuity site in a mountain 
bunker in Austria’s Pongau region (Trauttmansdorff, 2024, p. 15).  

However, other aspects of VIS described in the Regulation are individually interpreted 
and implemented at Member State level. This was shown for instance in a 2016 report 
by the VIS Supervision Coordination Group (VIS SCG) – a body that comprised 
representatives from national data protection authorities (DPAs) and the European 
Data Protection Supervisor that coordinated supervision of VIS in accordance with 
relevant EU Regulations (now replaced by the Coordinated Supervision Committee 
that covers all EU Digital Border Systems) – which examined how access to VIS and 
the protection of data subjects’ rights were being managed at a Member State level (VIS 
Supervision Coordination Group, 2016). For example, there was a wide variety of 
accounts from DPAs as to the number of law enforcement authorities and personnel 
with access to VIS data, and the level of information provided to national DPAs about 
this access (VIS Supervision Coordination Group, 2016, pp. 6–7). Likewise, a 2016 
European Commission (2016) report on the establishment of VIS indicates that the 
extent to which Member State authorities enter full data sets into VIS is highly variable, 
something that has led to redesigns of the regulation of infrastructure-state actor 
relationships in order to promote complete data entry.  

Another way that border transparency is promoted in the EU is through the 
establishment of transparency obligations towards subjects of bordering decisions, 
which upholds the rights of those subjects to natural justice (e.g. SIS Regulation [EU] 
2018/1862, art 67; ETIAS Regulation 2017/2226, art. 52). For instance, Article 37 of 
the VIS Regulation establishes that people whose data is recorded in VIS are to be 
provided certain information about how their data is used and what rights of access 
they have. Additionally, Article 38 provides people with ‘the right to obtain 
communication of the data relating to him or her recorded in the VIS and of the 
Member State which entered them in the VIS.’ There are exceptions, allowing states to 
refuse to provide such data including for general public security and national security 
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grounds (Regulation 767/2008, art. 38[7]), but nonetheless, the regulation seeks to 
embed transparency mechanisms into VIS. While the VIS Regulation promotes the 
right to access information, the performance of that right requires people to be aware 
of it and know how to request information. In their 2016 report, VIS SCG (2016, p. 15) 
found that there had been very few requests, which was potentially ‘explained by data 
subjects' unawareness of the very existence of their data protection rights but also by 
the lack of information about the way to exercise them (e.g. to whom data subjects 
should address their requests?).’ This indicates that the VIS regulation is perhaps not 
influencing system actants to a significant extent when it comes to promoting the 
transparency rights of data subjects.  

An in-depth analysis of the operation of rights of access towards digital border data 
was undertaken by Plixavra Vogiatzoglou et al. (2020), who examined the process for 
people to request access to their PNR data under national laws transposing the PNR 
Directive (2016/681). Vogiatzoglou et al.’s (2020) research is significant because it 
studied the relationship between legal instruments and other assemblage actants, 
including by engaging the assemblages through PNR information requests. This is 
important because the European Commission’s own review of the PNR Directive 
focussed almost purely on whether legal mechanisms and administrative processes 
had been set up to protect data rights, but ‘[n]o mention is made of the practical 
exercise of data subjects’ rights’, or in other words, the actual operation of the relevant 
socio-legal assemblage (Vogiatzoglou et al., 2020, p. 278).  

The way that the PNR Directive (EU2016/681) attempts to promote system 
transparency for data subjects is by applying the Council Framework Decision 
(2008/977/JHA) (which has subsequently been replaced by the Law Enforcement 
Directive 2016/680, arts 14–15), that grants people the right to know ‘whether or not 
personal data concerning him or her are being processed, and, where that is the case, 
access to the personal data’ along with other information such as ‘the categories of 
personal data concerned’, ‘the recipients or categories of recipients to whom the 
personal data have been disclosed’, ‘the existence of the right to request from the 
controller rectification or erasure of personal data’; although this right is limited by 
wide ranging national, public security and other grounds. However, being Directives, 
the PNR and Law Enforcement Directives need to be transposed into national level 
legislation to be legally enforceable, which has not uniformly occurred (Vogiatzoglou 
et al., 2020, pp. 291–292).  

Furthermore, Vogiatzoglou et al.’s (2020, p. 293) research demonstrates that there is 
a vast difference in how easy Member State authorities make it to ‘find meaningful 
information detailing the modalities and procedure for submitting access requests … 
with some websites providing very easily accessible information (like Cyprus’s or 
Luxembourg’s National Polices) and others a more complex presentation (for instance, 
Belgium’s or the Netherland’s authorities).’ They also found differences in the difficulty 
of the submission process with most Member States allowing electronic 
communication, but a few requiring regular mail, some Member States required 
greater proof of address, and ‘no official online presence of the Cypriot nor Portuguese 
PIUs was detected, while the Greek PIU did not appear to be operational at the time 
we sent our SARs’ (Vogiatzoglou et al., 2020, p. 295). Such differences between 
Member States continued to characterise every step of the PIU request process, which 
produced differing request outcomes from the declaration that no data about the 
applicant was being processed, to the disclosure of data undergoing processing, and in 
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France and Italy, the provision of specific flight information held in the PNR system 
(Vogiatzoglou et al., 2020, p. 296). This research illustrates how the same legal 
instrument, namely the PNR Directive, is enacted in differing ways as it is embedded 
into different socio-material assemblages that shape an important part of border 
transparency, namely what people know about the processing of their data at the 
border. 

2 AUSTRALIA 

Like the EU, Australia utilises digital systems to manage and perform many of its 
bordering functions. These include the Integrated Client Services Environment (ICSE), 
Australia’s main visa processing and case management system; the Immigration 
Records Information System (IRIS) which runs alongside ICSE and is used in the 
processing of some visa types (Australian National Audit Office, 2023, p. 63; 
Parliament of Australia, 2024, p. 83); Passenger Analysis Clearance and Evaluation 
(PACE), a system used to assess plane arrivals that matches passengers against alert 
lists (Australian National Audit Office, 2012, p. 87); and TRIPS, a computer system 
that records visa and passport details, and creates expected movement records (EMRs) 
for international travellers. In addition to these core programs, there are a range of 
other digital systems and databases that are utilised alongside ICSE, PACE and TRIPS. 
These include the Central Movement Alert List (CALM), an electronic watch list 
containing information about individuals deemed to pose an immigration or national 
security concern; and Safeguards, an automated risk management system used to 
identify visa applicants and travellers who match pre-determined profiles generated 
from confidential department information sources (Commonwealth Ombudsman, 
2008). 

This list of digital bordering systems is certainly not exhaustive and may not accurately 
reflect those currently in use. There is no publicly available register of Australia’s 
digital boarding programs, so we have identified them from an assortment of 
government documents requested through freedom of information, partially redacted 
workplace manuals and Australian National Audit Office (ANAO) and Commonwealth 
Ombudsman reports. Additionally, and unlike in the EU, specific legislation is not 
established in relation to Australia’s digital bordering systems. Instead, general legal 
instruments are used to define the powers of all digital bordering systems, as well as 
the transparency obligations associated with them. The most important piece of 
legislation in this respect is the Migration Act 1958 (Cth), which defines the powers 
and scope of Australia’s digital bordering systems in relation to the powers of the 
immigration minister. Section 495A(1) of the Migration Act 1958 states: 

The Minister may arrange for the use, under the Minister’s control, of computer 
programs for any purposes for which the Minister may, or must, under the 
designated migration law: (a) make a decision; or (b) exercise any power, or 
comply with any obligation; or (c) do anything else related to making a decision, 
exercising a power, or complying with an obligation. 

The authority that can be assigned to computer systems is incredibly wide-ranging as 
the immigration minister, and now any computer system they elect, has almost 
absolute discretion over whether to grant or cancel certain visas and determine other 
border matters (Ghezelbash & Kinchin, 2025). Indeed, section 495A(2) explicitly states 
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that a decision made by a computer system designated by the minister, is taken to have 
been made by the minister themself. This law is a very different legal actant than a 
system-specific EU Regulation. The Migration Act contributes to the production of 
digital bordering systems by giving them authority, but without influencing in any 
meaningful fashion their structure or operations. It is thus a source of little border 
transparency, not because laws directly determine and are thus evidence of bordering 
outcomes, but because laws are actants so their details provide insights into how they 
may influence other actants. 

The Australian legal instruments that do contain designs and outlines for how specific 
bordering systems should operate are largely forms of secondary law, like 
administrative instruments granting computer systems migration and border 
authorities under the Migration Act. Legislative and administrative instruments 
provide details about digital migration systems, such as what visa applicant 
characteristics are supposed to be assessed by ICSE in its automated visa 
determination (autogrant) of specific visa types (Department of Home Affairs, 2022a). 
However, administrative instruments are not a good source of transparency, because 
much of their description about how border actants are intended to operate are vague, 
and many instruments made in relation to bordering systems are not publicly 
available. Even when requested by FOI, they are significantly redacted. For instance, 
while some of the characteristics assessed for autogrant are described in a relevant 
instrument attained under FOI – including the nationality, age range and educational 
attainment of applicants – it is stated that ‘a full list of key criteria is listed in 
attachment B’, but attachment B is redacted (Department of Home Affairs, 2022a). 

A form of legal instrument that does appear to hold a more influential position within 
bordering assemblages is the Department of Home Affairs and Australian Border 
Force’s policy framework: the Policy and Procedure Control Framework (PPCF). This 
type of document, which is sometimes described as soft law, is potentially more 
powerful than generalist laws because it describes the specific procedures and steps 
that department staff are intended to follow in undertaking their duties. For example, 
the ‘Use of Digital Device Examination to examine electronic devices’ Standard 
Operating Procedure guides how Australian Border Force personnel should use their 
digital tools to examine and record the data from the mobile phones, laptops and other 
digital devices held by travellers (Department of Home Affairs, 2022b). This 
instruction includes the specific steps to be taken as part of the ‘digital device 
examination procedure’, almost all of which are redacted. Such instructions are 
included in training programs and made available to staff, further adding weight to the 
designs inscribed into them. 

However, something that weakens the ability of the PPCF to structure other actants – 
whether it be by humans following its instructions or systems being designed in line 
with descriptions of them – is the diminished legal authority of the PPCF in 
comparison to ordinary law. The authority of the PPCF actually comes from its 
relationship with the Australian Public Service (APS) Code of Conduct, which states 
that ‘an APS employee must comply with any lawful and reasonable direction given by 
someone in the employee’s Agency who has authority to give the direction’ (Public 
Service Act 1999 [Cth], s. 13), which includes some sections of the PPCF. Subsequently, 
failure by Department personnel to comply with these sections could result in 
sanctions including employment termination. And the Australian Border Force Act 
2015 (Cth, s. 55[1]) extends this obligation to workers who are not APS employees 
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(such as contractors or consultants). However, other sections of the PPCF are 
considered guidelines or recommendations, and they do not have to be followed if a 
worker considers a departure ‘reasonable and justified in the circumstances’ along with 
several other considerations (Department of Home Affairs, 2022b). 

While it is impossible to know the extent to which the PPCF influences other actants 
without detailed analysis of the relationships between these actants – something that 
is virtually impossible in the highly secretive environment of Australian border 
management – it can be suggested based on the detailed and instructional nature of 
the document, and its integration into training and availability to staff, that it is likely 
deeply embedded in bordering assemblages and thus influences other actants.  

Nevertheless, like with the instruments described above, the ability of PPCF to promote 
public transparency into digital bordering systems is hindered by restrictions on its 
public availability and redactions for anyone other than Australian Department of 
Home Affairs (Department) staff. For instance, the Arrival, immigration clearance 
and entry – Immigration clearance at airports and seaports Procedural Instruction 
(2018,  s 4.12) states that airport clearance through a SmartGate involves ‘verifying the 
person is an eligible ePassport holder and, if applicable, that the person holds a visa 
that is in effect’, checking ‘biographical details on the Machine Readable Zone of the 
ePassport match the biographical details contained on the microchip of the ePassport’, 
verifying ‘whether the person is of health or character concern by asking health and 
character related questions to be answered via a touch-screen’, verifying ‘the person’s 
identity using facial recognition technology’, and something else which is redacted 
from the document. This is one of the most comprehensive statements about how 
airport SmartGates operate, which clearly indicates the role of an actant (likely an 
automated risk assessment, potentially the Safeguards program based on an 
administrative instrument by FOI (Department of Home Affairs, 2022a) that is not 
publicly disclosed. 

There also appear to be examples in Australia of digital border systems having operated 
in the absence of significant guiding legal instruments. In examining the use of the 
Automated Profiling Tool (APT) during a 2011–2012 audit – a program that generated 
profiles that were matched against passengers for risk assessment – the ANAO (2012, 
p. 95) stated that: 

there is no national guidance document or plan applying to APT profile creation 
and management, and no national governance framework. This leaves 
considerable room for variation in the way that APT is used at airports, 
particularly in profile governance, creation and review, and match evaluation.  

Essentially, while it was a powerful profiling tool, APT’s usage was likely inconsistent 
between airports because official national plans and designs were not inscribed into 
legal or organisational instruments that could influence actants across Australia. 

In relation to the second form of border transparency examined in this article, the 
transparency of bordering decisions to the people subject to those decisions, Australia 
lacks specific legislative instruments designed about its digital bordering systems. 
Instead, the transparency of digital border systems is treated as part of the Department 
of Home Affairs general transparency obligations under the Australian Privacy Act 
1988 (Privacy Act) and Freedom of Information Act 1982 (FOI Act). This means that 
instead of specific privacy rules and obligations being imposed on digital bordering 
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systems, they are influenced by the general and technology-neutral Australian Privacy 
Principles that need to be interpreted in the digital border context, and which scholars 
argue are severely tested by biometrics and other relevant technology (Vasudevan et 
al., 2021). This is described by the Department (2025a) in very general terms that 
provide little insight into specific data collection and use practices.  

More details are likely contained in Privacy Impact Assessments developed in relation 
to digital border systems and processes, such as the Electronic Travel Authority Mobile 
Application (ETA Mobile App) and the Baggage and Person Search System, but the 
details of privacy assessments are not publicly disclosed (Department of Home Affairs, 
2025b). And like transparency obligations, the processes for data disclosure are 
managed by the Privacy Act and FOI Act. While the Department of Home Affairs 
website contains a specific online form for requests, there is no specialised process for 
people to apply to access data stored about them, or to amend that data if it is incorrect, 
which instead occurs as a general FOI request.  

Potentials for border transparency in the EU and Australia 

What is evident from the above analysis is that while there are striking similarities in 
terms of the border processes being digitised in the EU and Australia and the types of 
technologies involved, there are significant divergence in the forms of legal 
instruments created in relation to digital border systems. In the following section we 
examine how this different regulatory approach has the potential to create differing 
levels of border transparency between the two contexts. 

As conceptualised in STS-influenced accounts of the law, legal instruments alone do 
not accurately represent or determine the complex systems that they form part of (Cole 
& Bertenthal, 2017; Pottage, 2012). Legal instruments are only actants which, like all 
other actants including humans, infrastructure and concepts, can co-produce one 
another and assemblage outcomes (Bellanova de Goede, 2020; Sullivan, 2025). 
Nevertheless, legal instruments are often significant actants because they are inscribed 
with official political plans and interests, and they normally carry the weight of 
assemblages designed to render them influential, such as administrative systems 
intended to promote legal compliance, judicial systems that attempt to enforce the law, 
and cultural discourses that promote respect for the law. Subsequently, the 
transparency of legal instruments can significantly influence the transparency of the 
larger assemblages in which they operate. However, the legal instruments developed 
in the EU and Australia in relation to bordering systems influence transparency in 
inverse ways. 

In the EU the specific pieces of legislation or directives that operate in relation to digital 
bordering systems enhance the transparency of those systems. These legal instruments 
outline the official plans for system architecture, powers and operating principles. 
They go into detail about what data sets should be recorded and analysed, as well as 
what forms of data should be excluded from system analysis. And all of these EU-level 
instruments are publicly available. In contrast, in Australia official system designs are 
articulated in secondary administrative instruments and procedural documents that 
are only partially available to the public or not available at all. 

The difference between these two approaches in terms of their potentials to enable 
digital border transparency is exacerbated by differing mechanisms for instrument 



ANZJES 17(1) 

 

13 

compliance. In the EU, there are monitoring bodies like the Coordinated Supervision 
Committee that are charged with supervising large scale IT systems and the EU bodies, 
offices and agencies that use them, in accordance with both the EU Data Protection 
Regulation (EU DPR) and the EU legal acts establishing specific IT systems, such as 
the VIS Regulation. Furthermore, the position of EU Regulations and Directives within 
the EU’s larger socio-legal assemblages, as well as their public visibility, enables EU 
citizens and advocacy groups to attempt to enforce compliance through court action 
(Korff, 2023). 

These avenues for border transparency largely do not exist in Australia. Legislation like 
the Migration Act, only contains vague and sweeping descriptions of digital border 
system authority, and it enshrines authority in the prerogative power of the executive. 
The hidden nature of administrative arrangements for the minister to confer powers 
onto computer programs makes it almost impossible to determine whether digital 
border systems are operating in alignment with the Migration Act and other 
legislation. Indeed, in another area of border performance – the exercise of statutory 
search and seizure powers – the ANAO found a lack of legislative instruments resulting 
in ‘instances of potentially unlawful searches and failure to comply with instructions 
under both the Customs Act and Migration Act, which indicate current internal 
controls for mitigating the risk of unlawful or inappropriate use of coercive powers are 
inadequate.’ And the soft law that does exist and describes digital system plans, like 
Australia’s Procedure Control Framework (PPCF), is not all publicly available with key 
sections, especially those relating to digital border systems, kept confidential. Thus, 
failures by system actants to comply with, or more accurately, to be influenced by, 
Australia’s legal instruments are not publicly revealed. Even if such breaches were 
known, compliance could not easily be enforced through judicial proceedings in the 
fashion of challenges related to breaches of legislation. And when a digital system has 
made an automated decision, there is the extra hurdle of Australian administrative law 
being ‘focused upon human decision-makers’, which means that ‘the automation of 
decisions is likely to preclude judicial review’ (Ng, 2021, p. 921). 

Australia also lacks border system specific monitoring bodies, with public sector wide 
organisations such as the Commonwealth Ombudsman and ANAO instead tasked with 
assessing government compliance with border laws and investigating complaints (Ng, 
2021). While both organisations have conducted insightful investigations into digital 
bordering systems, they do not systematically track the dynamic changes that are 
occurring to Australia’s digital bordering systems or uncover many of the aspects of 
system architecture and design that are articulated in EU legislation about the EU’s 
border systems. The inability of the Commonwealth Ombudsman to properly describe 
and thus provide transparency about Australia’s digital bordering systems was 
captured in its report of the highly secretive Safeguards system, which automatically 
assesses visa applicants and travellers against risk profiles. The very name, 
‘Safeguards’, is normally redacted from department manuals and other FOI requested 
documents (Department of Home Affairs, 2022a), and prior to its 2008 investigation, 
the Commonwealth Ombudsman appears to have been unaware of the system. In the 
introduction to their report, it is stated: 

This investigation arose out of a number of complaints to the Ombudsman 
about visa refusal decisions based on the Risk Factor List (RFL). In investigating 
DIAC’s use of the RFL, we became aware of the Safeguards System and its use 
as a distributed system of intelligence gathering and analysis to support the visa 
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decision-making process. While we have not received any complaints 
specifically about the Safeguards System, we are aware of complaints about visa 
refusal decisions that are likely to have involved the use of Safeguards 
information, even though the complainants were not made aware of this 
information (Commonwealth Ombudsman, 2008, p. 1). 

This statement indicates that individuals subject to Safeguards’ assessments, the 
general public, and a primary investigative agency of government decisions, all have 
little knowledge about Safeguards, a system that directly impacts Australia’s visa 
decisions and other border operations. It is the equivalent of the EU’s proposed ETIAS 
automated risk assessments not being articulated in legislation or indeed disclosed to 
the public in any fashion. The planned automated profiling of ETIAS applicants is 
currently the subject of much debate and controversy in Europe, including in relation 
to whether advanced algorithmic processes embed opacity into border decisions 
(Derave et al., 2022). Nevertheless, the existence of this debate is evidence of a level of 
border transparency that does not exist in relation to similar digital border systems in 
Australia. 

Conclusion 

This article has examined the digitisation of bordering in the EU and Australia. Our 
focus has been on the legal and political frameworks that influence the opacity of digital 
bordering technologies. It has been shown that there are significant overlaps in how 
border digitisation is occurring in the EU and Australia with digital systems being used 
for the same purposes, including visa processing, the advanced assessment of 
passenger information and the examination of travellers at customs clearance points. 
Additionally, the same technology companies are involved in both contexts, such as 
multinational IT companies Unisys and IDEMIA that have been contracted by the 
Australian government and The European Union Agency for the Operational 
Management of Large-Scale IT Systems (eu-LISA) to develop digital bordering systems 
including EES (eu-LISA, 2020; Wilson et al., 2021). Nevertheless, we have argued that 
the EU’s approach to regulating digital bordering systems offers far greater potential 
for border transparency than the approach being taken in Australia. 

This comparative conclusion is a departure from much of the literature on digitised 
bordering systems, which often focuses on inherent system opacity. As has become an 
almost cliché debate of research on advanced algorithmic processes, transparency in a 
complete sense may not be technically possible (Amoore, 2020; Ananny & Crawford, 
2018; Burrell, 2016). Indeed, the unknowability of assemblages is a fundamental 
principle of the materialist theory that has influenced the STS-influenced accounts of 
law drawn upon in this article because it frames actants as being brought into existence 
through ongoing and dynamic processes of enactment. From this perspective, Sullivan 
(2022) argues that traditional approaches to legislating algorithmic systems, which 
treat them as predictable and discrete tools, fail. Sullivan (2022, p. 35) states that 
‘[a]lgorithms perform security governance not as discrete tools but as heterogeneous 
socio-technical infrastructures or assemblages that are constantly unfolding in 
practice.’ Additionally, recent research has suggested that aspects of the EU’s 
regulations, like the prohibition on algorithms assessing certain prohibited traveller 
characteristics, are undermined by advanced algorithmic systems being able to engage 
in proxy coding whereby they assess prohibited characteristics via profiles constructed 
from available characteristics (Derave et al., 2022; Dumbrava, 2021). This 
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diminishment of the influence of regulation in the face of algorithmic agency is likely 
being exacerbated by the current push for EU database interoperability, which will 
expand the data available within digital bordering systems and make it more difficult 
to determine what data algorithmic systems are drawing upon (Vavoula, 2020). 

These are important illustrations of forms of opacity embedded into the EU’s bordering 
systems, which are being intensified by advanced digitalisation processes. However, 
such instances of opacity do not preclude the comparison made in this article between 
the transparency of border systems in the EU and Australia nor the conclusion that the 
EU’s approach offers far greater transparency potentials. It would be a mistake to allow 
the inability to precisely know an algorithmic system to be used as a principle to flatten 
the different levels of transparency that exist between algorithmic systems. This paper 
has clearly demonstrated that a greater proportion of the EU’s digitised bordering 
systems are brought into public view, which is, in a large part, driven by the types and 
public transparency of the legal instruments that are embedded within them. In 
contrast, very little of Australia’s digital border systems are exposed to public scrutiny, 
something that is supported by the types of border-based legal instruments created in 
the Australian context. 
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